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Abstract: Wireless Sensor Networks (WSNs) have been widely applied across various sectors, leading to a vast increase in the
transmission of sensitive data in these networks. Hence, the security of traffic in this concentration of wireless sensor networks
has become an imperative problem. Traditional security measures failed to provide sufficient security in WSN environments;
researchers have proposed alternatives. To handle the significant traffic in D2D high-density WSNs, researchers propose a deep
learning-based security architecture. The multi-branch deep learning architecture proposed in this work is a major gateway for
this industry, identifying different types of sensitive traffic in content and behaviour. The proposed model obtained 83.94%
energy consumption, 80.95% data confidentiality, 89.95% scalability and 92.97% Communication overhead. This approach is
better than the more conventional approaches at identifying sensitive messages and prioritising them. It relies on a routing trick
that uses the network's real-time state to reroute critical data along alternative paths. This is intended to preserve the privacy of
private data by minimising the likelihood of theft or loss. It allows the network to recognise and discount malignant antipodes
that act to pervert the network or halt the private data transaction. There is also a recommendation for an artificial intelligence
intrusion detection system capable of learning new attack patterns and adapting its defence to them.
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1. Introduction

A prominent function in a high-density wireless sensor network is traffic management. In congested networks, the limited
capacity of links makes it crucial to transmit data accurately and efficiently [1]. Whitespace management in a high-occupancy
application in an active environment is a demanding challenge. The limited amount of radio spectrum resources causes
interference and collisions between nodes, which is the main problem in high-density wireless sensor networks [2]; [3]. As a
result, this can lead to network congestion, which ultimately significantly affects the efficiency and trustworthiness of data
transmission [4]. They are intended to help speed up and better use the road network’s information pipeline. Quality of Service
(QoS) mechanisms must ensure that essential traffic is carried at the required level of service [5]. A fundamental process in
Networking is sorting Network data into categories. QoS may be used to ensure the timely, guaranteed transfer of relevant data;
real-time and control data are prioritised over other types of data [6]. Routing protocols are developed as an integral part of
highly sensitive traffic management in WSNSs to facilitate the management of data-rich environments [7]. However, optimising
how data hops from one node to another depends on factors such as energy constraints, network structure, and density [8]; [9].

An adaptive high-traffic can adjust to new data in the network, which is critical for managing sensitive traffic in dense WSNs
[10]. Various QoS and Routing protocols are designed to exploit the unique characteristics of WSNs, which offer a highly
secure and reliable environment and many routing criteria for data management in high-density networks [11]. This is crucial
for the proper operation of high-density wireless sensor networks, which have many applications [12]. WSNs consist of
numerous low-resource nodes deployed in a designated field to detect and monitor a diverse range of environmental parameters
[13]. Traffic and Administration issues: In high-density wireless sensor networks, where multiple nodes are densely packed in
a narrow space. Careful traffic control can be achieved by conserving energy at nodes, enabling the network to remain
operational longer [14]. Transmitting and harvesting large volumes of sensitive data increases the risk of data breaches and
unauthorised access. Encryption and authentication systems are critical elements of managing sensitive traffic because they
ensure the safe transport of information and prevent unauthorised access [15]. The main contribution of the research is as
follows:

e The proposed scheme is anticipated to enhance the application of WSN for sensitive traffic, thereby ensuring the
timely delivery of vital data while minimising transmission latency for non-sensitive data.

e The dense sensor nodes characterised the paradigm, algorithms, and protocols designed for use with highly dense
WSNs. These approaches give you confidence that sensitive data will reach its final destination securely and reliably,
regardless of network conditions and data sensitivity.

e  Sensitive traffic management methods by allocating priority to sensitive traffic and addressing congestion hot spots
through adaptive generation of network transmission paths and sensitive joint data rate. The overall dependability
and performance of WSNs are improved as a result.

2. Related Words

Kalpana and Ajitha [16] proposed a strategy to enhance security and detect rogue nodes in WSNSs. Heuristics and problem-
solving methods have been integrated with deep learning algorithms to detect and prevent potential hazards in WSNSs. Such an
approach will improve the performance and precision of WSNs, making them more resilient to attacks. Naveed et al. [17]
presented an optimal phase timing and successfully monitored and adjusted the condition of traffic flow. This technology also
uses sensor data collected by roaming sensors, providing real-time data to adapt traffic lights. This increases road efficiency
and safety. Al-Quayed et al. [18] discussed techniques that analyse historical data to identify trends and predict potential threats,
thereby enabling the development of preventive measures. It enhances the capabilities of industrial environments for intrusion
detection and prevention, improving effectiveness and efficiency. Srinivasan et al. [19] have reported on a new concept that
combines 10T and WSN to achieve better performance and sustainability in smart cities. It enables real-time data monitoring
and analysis, which , in turn, facilitates intelligent decision-making and resource optimisation, making cities more sustainable
and efficient. Raveendranadh and Tamilselvan [20] reported a specific type of deep neural network, the exponential polynomial
kernel-centred DNN, for effectively detecting attacks in wireless sensor networks. As a result, it provided adequate network
protection and successfully identified various types of attacks. Overall, the DNN was trained using data from various sensors.

Kumar et al. [21] outlined an architecture that combines the security advantages of the blockchain with the advanced features
of deep learning to preserve privacy in a cooperative intelligent transport system (C-ITS). It uses secure communication
protocols and decentralised data storage to enable the safe sharing of information between vehicles without compromising the
privacy of drivers and passengers. Asha et al. [22] studied the optimisation of smart applications in a smart city, aiming to
develop a better, faster method for predicting the performance of smart city software. By using a modified honey badger
algorithm, the system continues to improve performance and accuracy throughout this process. Arunachalam and Kanmani [23]
discussed a security threat in WSNSs in which an attacker causes surrounding nodes to expend energy, thereby diminishing the
network's overall effectiveness. To address this, a safe routing strategy using a weighted RNN and an optimal path is proposed,
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improving energy efficiency while maintaining data integrity in WSNs. Ding [24] introduced a GAN that generates fake nodes
in a WSN to attract potential attackers and collect information on their methods. This data is used to enhance network security
and to devise countermeasures to prevent an attack from happening again. Alrowais et al. [25] proposed a security technology
to detect and classify hostile activity via an arithmetic-estimation-based and density-based clustering approach using deep
learning algorithms. This technology utilises data analytics and machine learning models to detect potential security weaknesses
and defend against cyberattacks.

Meenakshi and Karunkuzhali [26] discussed the self-attention mechanism and a variational auto-encoder for generating
fraudulent packets, which are then trained with a generative adversarial network for subsequent detection. This improves the
WSN's ability to identify and stop cyber threats while reducing power consumption and computational load. The self-learning-
based clustering and load-balancing method previously used for distributing real-time traffic data in wireless networks was
optimised, as discussed by Jain et al. [27]. It allows it to learn to produce the cluster in a way that favours data spread. This
helps alleviate network congestion and improve the transmission of time-critical information across diverse applications.
Rameshkumar et al. [28] proposed a method that uses deep learning with transfer learning to tune the model for DDOS attacks
and variants over the years, thereby providing an efficient model for detection and classification to diminish this class of attack.
Khatri et al. [29] studied machine learning techniques for analysing and predicting traffic trends in VANET networks. By
utilising vehicle speed, location, and traffic flow data, these models can enhance traffic control methods. Bukhari et al. [30]
proposed protecting critical data and identifying unwanted network activity while maintaining users' privacy. This is achieved
through encryption, authentication, and anonymisation mechanisms that guarantee a secure communication landscape and
minimise the risk of cyberattacks. Table 1 presents a thorough examination of the current systems.

Table 1: Comprehensive analysis

Authors Advantage Limitation
Kalpana and Ajitha Integrates efficient feature extraction and Limited to a specific type of network and may not
[16] high accuracy while ensuring robustness perform well on other types of networks.

against malicious attacks.

Naveed et al. [17]

Real-time traffic monitoring and efficient
traffic flow management, leading to
reduced congestion and improved safety
on roads.

Reliance on accurate sensor data and potential
interference from other wireless devices may
affect system performance.

Al-Quayed et al. [18]

It can more accurately detect and prevent
attacks by continuously adapting to
changing environments and behaviours in
industrial settings.

This approach may not be effective against new,
unknown cyber threats, as it relies on past data
and patterns for detection and prevention.

Srinivasan et al. [19]

Improved efficiency and sustainability in
smart cities

The proposed approach may not account for social
and cultural factors that can affect the efficiency
and sustainability of smart cities.

Raveendranadh and
Tamilselvan [20]

Improved defence against network attacks

Dependence on the availability and accuracy of
training data for the neural network to accurately
detect attacks.

Kumar et al. [21]

Improved security and confidentiality of
data.

The framework may not handle highly dynamic
network environments, such as sudden increases
or decreases in traffic volume.

Asha et al. [22]

Improved prediction accuracy enables
more efficient use of 10T and WSN
resources, resulting in better performance
in smart city applications.

One limitation is that it may not be suitable for all
types of 1oT and WSN applications, as they may
have different performance requirements and
characteristics.

Arunachalam and
Kanmani [23]

Improved network security and resilience
through timely identification and
prevention of attacks, leading to
uninterrupted data transmission and
reliable network performance.

One limitation is that this method may not be
effective against multiple simultaneous vampire
attacks across different parts of the network.
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Ding [24]

Improved protection against cyber-attacks
by using a network of honeypots to
deceive and gather information on
potential malicious activity.

Training data used to generate fake nodes may not
accurately reflect attacker behaviour, leading to
incomplete and biased results.

Alrowais et al. [25]

Enhances intrusion detection accuracy by
identifying detailed patterns and malicious
behaviours using advanced mathematical
techniques.

The limitation is that it relies heavily on the
quantity and quality of training data for effective
detection.

Meenakshi and
Karunkuzhali [26]

Improved protection of sensitive data and
prevention of cyber-attacks on WSN
through advanced machine learning
techniques.

Complexity and computational resources required
for training and implementation may be a
limitation.

Jainet al. [27]

Increased efficiency in the real-time
distribution of traffic data, leading to
improved network performance and user
experience.

Inaccurate clustering decisions due to changes in
traffic flow patterns or network conditions.

[28]

Rameshkumar et al.

The model can continuously adapt to new
and evolving attack patterns, improving
detection accuracy and reducing false
alarms.

One limitation is that it may require a large
amount of labelled data from previous attacks to
effectively train the model for new, unseen
attacks.

Khatri et al. [29]

Improved traffic flow efficiency due to
real-time data collection, analysis and
prediction capabilities of machine learning
models in VANET-based traffic
management.

Obtaining large amounts of training data can be
difficult and may not accurately reflect real-world
scenarios.

Bukhari et al. [30]

Real-time identification of potential
intrusions without compromising sensitive
data or exposing system vulnerabilities.

The limitation is that some intrusion detection
techniques may not be suitable for large-scale
sensor networks due to resource constraints.

2.1. Research Gaps

e The traditional deep learning systems, which have been resilient and need to learn all the features to improve their
capability. The models are vulnerable to adversarial attacks, in which a small perturbation in the input data can cause
the neural network to misclassify or produce incorrect outputs. This introduces a significant security threat, especially
when the neural network's predictions are important.

e  Most current models have complex architectures and depend on large quantities of data, making it impossible to get
an explanation of the logic leading to its decisions. This feature of hon-explainability makes it easier to examine and

address potential security vulnerabilities present in the model.

e Most existing models require vast amounts of data for training, including sensitive and personal data. This raises
concerns about data privacy and the risk of bias and discrimination in the model's predictions.

Deep learning algorithms have transformed computer security by enabling more effective and accurate threat identification. In
this framework, researchers propose an advanced deep learning-based security architecture that leverages recent advances to
enhance system security. This allows our technology to sift through large amounts of data and identify trends to describe a
variety of attacks, including malware, phishing, and data breaches. Also, our system has multiple layers, each a buffer against
a different security threat. That provides a complete and efficient defence against known or unknown threats.

3. Proposed System

The sink acts as a central base station in a WSN. The system gathers information from every node within the network and sends
it to a specified location. The sink oversees and regulates the communication protocols and tasks present within the network.
A cluster in a wireless sensor network is a collection of nodes situated in proximity to one another and linked via a shared
cluster head. Clustering facilitates effective data collection and transmission while also promoting energy conservation within

the network:
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By determining the connection between data points and eliminating those with strong correlation, the goal is to achieve
dimensionality reduction:

Conv(Z, k) = X §:5Z(y,r).y(i+k+l) @

The most crucial component of the CNN structure is the convolutional layer, which convolves small regions of the input to
extract features and produce more sophisticated ones:

Conv(Z, k)i jy =2 MZm)y(jm) 3)
Attention(Q,K,V) = soft max (Q—KT> 1% 4
Xy \/d_k
X—Xmin
Xnorm = i (®)

Figure 1 shows the basic block diagram.
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Figure 1: Block diagram

The cluster head also handles network communication and routing within the cluster. It also performs data processing and
conservation techniques to reduce energy consumption and extend its lifespan. Cluster2 and Cluster3 are additional clusters
within the network, connected to the sink via their respective cluster heads. These clusters work with Clusterl (the sink's cluster)

to efficiently collect and transmit data and ensure network stability:

up Ynin(t)
T, (t) =—FF 7~ 6
n (£) Blog2(1+Png1)\f:(t)) (6)

Eup t) = Pp(8)ynin(t) 7
n () _Blog2(1+Pn(;x:(t)) (7)

All the components mentioned above work together to achieve efficient data collection and transmission within the wireless
sensor network:

Lo cne(X,Y)
P(l']) - Jsd2(X)sd2(Y) (8)

The sink manages and controls the clusters, while the cluster heads coordinate within their clusters to collect and forward data.
Member nodes perform their tasks within their clusters and communicate with their cluster head. This cooperation between
components helps optimise energy use and maintain network stability in a wireless sensor network.
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3.1. Functional Working Model

Cluster heads are high-powered nodes that coordinate and manage communication within a cluster of sensor nodes. Cluster
locations refer to the physical placement of cluster heads within the network. These locations are strategically chosen to
optimise network coverage and minimise energy consumption:

f(Gn) = Zin:lfout(l‘m) 9)
f(Lm) = ZnsN fin (Tl) + ZnsN fout (n) (10)
f) = Zies () + Ty fa () 11)

The base station is the central node in the network that acts as the data sink:

feM) = fein (M) + feoune (M) (12)
It receives data from the cluster heads and processes it for further analysis:

Ynenbn < 4 (13)
b, < B./N (14)

The base station is also responsible for sending commands and information to the cluster heads. The functional block diagram
is presented in Figure 2:

' Sensornodes Nommal wraffic

. Cluster heads (CH)

nw.} Cluster locations

Base station

Attack

Classification Malicious taffic
and detection
/ > CH Data Updating
N “| aggregation [€ Malicious CH
vy authentication
Specificauon
Semer I Technique J T
Signature
Technique > Selection
Technique
=) Anomaly
technique

Figure 2: Functional block diagram

It is referred to as normal traffic when sensor nodes send data to the base station in a legitimate manner. This broadcast is
governed by a set of rules and used to monitor external factors. Sensor networks can be attacked in various ways. Malicious
traffic occurs when unauthorised data is sent, potentially causing the sensor network to stop functioning. These threats may
originate from external agents or compromised sensor nodes. After a cluster head is compromised, security measures must be
updated to prevent further attacks. This process involves updating the route protocols and changing the authentication keys to
prevent the malicious CH from joining the network. Authentication procedures ensure that the data gathered by the cluster
heads is accurate and legitimate. They verify the data source and look for any alterations made to it during transmission. At
the base station, data from the cluster head is received and processed to extract useful information. Let X be a discrete variable,
and the possible outcomes are x1,x2,...,xn, the formal definition of entropy is:

_yn 1
H(x) = Xiz1p(x;) log, D) (15)
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Ho(X) = —10g, (T, pi()) (16)
According to the law of large numbers, the entropy rate H(x) of two random processes is the same:

o1
lim(x1,%2,%n)

H(X) = (17)

n—oo

_ x—min(x) (18)

m max(x)—-min(x)

Specification methods define rules for what data may be carried in a sensor network. Following these rules and ensuring that
all nodes behave accordingly allows for a more secure and usable network. Signature methods use digital signatures to ensure
data transfers are genuine and to verify their integrity. This technique uses cryptographic algorithms to assign each data packet
a unique signature. This makes it impossible for attackers to fake the data. Anomaly detection techniques search for anomalous
trends or behaviours in a sensor network. Selection methods determine which cluster head each sensor node should send its
data to. In this process, factors such as distance, energy information, and network activity need to be considered when selecting
the best CH for data transfer. As data is generated and captured from multiple devices, it is aggregated, meaning that multiple
pieces of data are collected together and summarised before being transferred to the sink node. This reduces the data that needs
to be transmitted, therefore saving on power. The aggregated data is then transmitted to the sink node, which acts as a central
data collection point:

Y, = f(c) (19)
Ci = X v;Y; + d; (20)

Now, the activation function is expressed as follows:

1

HO(Xx) = ——F—== 21
(x) 1+exp(-0Tx) (21)
Where O is the parameter cost function:
1
H(m) = 21
( ) 1+e™ ™ ( )
1
MSE = - YL, e} 22)
Data aggregation (( )) Dataset Pre-processing
and Transmission . i?Iorﬂrrllraliza.tiotr_x and scaling
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!
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Figure 3: Operational flow diagram
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The sink node is responsible for gathering, processing, and storing data received from sensor nodes. This node has a significant
amount of energy resources and is connected to the internet for submitting data to a remote server for external processing:

RMSE = |31, e? (23)

Before aggregation and transmission, data have to be preprocessed. Normalising means transforming data so that it falls within
a common range, while scaling changes the range of values. These techniques improve the accuracy of data analytics. The
operational flow diagram is shown in Figure 3. Sensors could generate a large number of features. Feature selection identifies
the most relevant characteristics for the analysis and removes less significant ones. This improves the accuracy of analysis and
decision-making. The locations of sensor nodes and the sink node have a profound, but detrimental, effect on data aggregation
and transmission. In other words, minimise energy consumption, prolong network lifespan, and achieve high data throughput.
Perhaps prediction and decision-making are key in VANET:

MAE = -3 1|e.| (24)
Y jeNytj
u = Ny : (25)

During the deployment phase, sensor nodes are placed strategically to cover the target area and ensure efficient data collection.
Wireless sensor network performance is optimised by considering certain factors. These nodes are low-cost and low-power,
used to acquire and transfer data to the sink node. These devices are self-powered and use sensors to collect various data
streams:

ZuaU Xy <R (26)
F(x) = z+ pC(x) (27)

The data is tested for integrity and accuracy after aggregation and transmission. This involves comparing the received data with
the original data sent by the sensor nodes to detect abnormalities. Training is the process of using collected data to build an
ML model to improve results. This streamlines pattern recognition and improves forecasting precision. WSNs are vulnerable
to various attack vectors, including data tampering, denial-of-service attacks, and others. To detect and localise attacks, anomaly
and intrusion detection techniques are employed. Such a process guarantees the protection of the wireless sensor network and
preserves the collected data for later analysis. Otherwise, if there are no attacks, that data is used unmodified for future analysis.
It helps maintain data accuracy and consistency for decision-making.

4. Result and Discussion

The proposed DLFWSN (Deep Learning Framework for Wireless Sensor Networks) has been compared with the existing
IDLTM (Improved Deep Learning Traffic Management), SFWN (Security Framework for Wireless Networks) and WSNAML
(Wireless Sensor Network Anomaly Detection). Here, the WSN traffic dataset is used, and the Python simulator is used to
execute the results [31].

4.1. Energy Consumption

The performance of the proposed model will be evaluated using energy consumption as the parameter. This will ensure the
framework efficiently implements energy conservation, boosting the overall performance and lifetime of the WSN. Table 2
shows the comparison of Energy consumption between the existing and proposed models.

Table 2: Comparison of energy consumption (in %)

Authors Model No. of Inputs
100 200 300 400 500
Yao etal. [1] IDLTM 65.53 67.20 69.14 71.15 73.79
Karthikeyan et al. [2] SFWN 70.81 71.93 72.33 74.28 75.06
Kavitha et al. [4] WSNAML 79.22 82.19 83.74 85.71 82.68
Proposed Model DLFWSN 88.05 89.32 91.20 92.48 83.94
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Figure 4 illustrates the comparative analysis of energy consumption among sensor nodes. The proposed DLFWSN achieved an
energy consumption rate of 83.94% in computational terms.

@iourv @ sFwn BwsnAML [ DLFWSN

100

Energy consumption (in %)

300

No. of inputs

Figure 4: Comparison of energy consumption

The current IDLTM achieved an energy consumption rate of 73.79%, while SFWN recorded 75.06% and WSNAML recorded
82.68%.

4.2. Data Confidentiality
Data confidentiality, an important parameter, is a key factor in the success of a proposed framework for sensitive traffic in high-

density WSNs. Sensitive traffic data is vulnerable to cyber threats and unauthorised access, so robust encryption and access

controls must be employed to protect it. Figure 5 shows the comparison of Data confidentiality between existing and proposed
models.

@iotm @ sFwn @wsnAML [ DLFWSN

Data confidentiality (in %)

300

No. of inputs

Figure 5: Comparison of data confidentiality
Figure 5 illustrates the comparative analysis of data confidentiality among sensor nodes. The proposed DLFWSN achieved a

data confidentiality rate of 80.95% from a computational perspective (Table 3). The current IDLTM achieved a data
confidentiality rate of 68.77%, SFWN attained 72.04%, and WSNAML reached 80.69%.
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Table 3: Comparison of data confidentiality (in %)

Authors Model No. of Inputs
100 200 300 400 500
Yao etal. [1] IDLTM 60.53 62.20 64.14 66.12 68.77
Karthikeyan et al. [2] SFWN 67.81 68.93 69.35 71.29 72.04
Kavitha et al. [4] WSNAML 82.21 85.18 86.73 88.75 80.69
Proposed Model DLFWSN 85.05 86.34 88.26 89.40 80.95

4.3. Scalability

The scalability parameter would investigate whether the security architecture is sufficiently robust to handle a large amount of
sensitive traffic in a high-density WSN.

Table 4: Comparison of scalability (in %)

Authors Model No. of Inputs
100 200 300 400 500
Yao etal. [1] IDLTM 55.52 57.27 59.19 61.11 63.77
Karthikeyan et al. [2] SFWN 62.84 63.98 64.34 66.22 67.07
Kavitha et al. [4] WSNAML 85.25 88.18 89.74 81.76 82.69
Proposed Model DLFWSN 83.02 84.35 86.26 87.41 89.95

This will ensure the architecture can scale to larger structures while maintaining its efficacy and performance. Table 4 compares
the scalability of the existing and proposed models. Figure 6 illustrates the comparative analysis of sensor node scalability.

Biotm @ sFwN B wsNAML [ DLFWSN

scalability(in %)

300

No. of inputs

Figure 6: Comparison of scalability

The proposed DLFWSN achieved a scalability of 89.95% from a computational perspective. The current IDLTM achieved a
scalability of 63.77%, SFWN achieved 67.07%, and WSNAML achieved 82.69%.

4.4, Communication Overhead

Communication latency is one of the most significant parameters to analyse in any security framework, especially in high-
density WSNE.
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Table 5: Comparison of communication overhead (in %)

Authors Model No. of Inputs
100 200 300 400 500
Yao et al. [1] IDLTM 50.50 52.22 54.14 56.18 58.79
Karthikeyan et al. [2] SFWN 60.85 61.93 62.31 64.23 65.07
Kavitha et al. [4] WSNAML 88.25 91.19 82.73 84.75 85.64
Proposed Model DLFWSN 81.06 82.30 84.21 89.41 92.97

In the enhanced deep learning-based approach, overhead can be evaluated in terms of network latency, data packet collisions,
and energy consumption due to additional communication between nodes. Table 5 compares the communication overhead
between the existing and proposed models. Figure 7 illustrates the comparison of communication overhead for sensor nodes.

@ioLtm @ sFWn BwsNAML B DLFWSN

100
90
80
70+
60—
50—
40 -
304

20+

Communication overhead (in %)

10+

100 200 300 400 500

No. of inputs

Figure 7: Comparison of communication overhead

The proposed DLFWSN achieved a communication overhead of 92.97% from a computational perspective. The current IDLTM
achieved 58.79%, SFWN 65.07%, and WSNAML 85.64% in terms of communication overhead.

5. Conclusion

The suggested security framework based on deep learning makes it much easier to handle sensitive traffic in high-density
Wireless Sensor Networks (WSNSs). In today's WSN systems, sensor nodes constantly exchange large amounts of data,
increasing the risk of cyberattacks, data breaches, and other malicious activities. To solve these problems, the proposed
framework uses powerful deep learning methods to detect unusual patterns in network behaviour and spot problems in real
time. The system uses smart learning methods to make it easier to spot suspicious behaviour, prevent unauthorised access, and
ensure data is sent securely over the network. The framework's main goal is to improve various aspects of WSN security,
including energy efficiency, data privacy, scalability, and communication overhead. Resource management is crucial in WSNs,
as sensor nodes often have limited battery life and processing power. The suggested model reduces processing overhead and
optimises resource use, making it a good choice for networks with heavy traffic and limited resources. As a result, the
framework keeps the network stable and well protected against potential attacks.

The proposed method performs well in experiments, achieving 83.94% energy efficiency, 80.95% data secrecy, 89.95%
scalability, and 92.97% optimisation of communication overhead. These results show that the model not only makes the
network safer but also improves its overall performance. The framework ensures reliable communication in dense WSN
deployments by balancing security measures with efficient network operation. This study makes a significant difference in
keeping sensitive data safe in WSNs by providing a robust, smart security architecture. It helps develop more advanced security
plans for critical applications, including healthcare monitoring, environmental surveillance, military systems, and smart
infrastructure. Future work can further improve this framework by adding adaptive learning models, real-time threat
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intelligence, and large-scale investigations of real-world deployments, thereby making WSNs more resilient and reliable in
complex operating environments.
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